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PRIVACY POLICY
Our commitment to your privacy. Doctors of Tewantin respects the privacy of our patients and protects personal and health information in accordance with the Privacy Act 1988, the Australian Privacy Principles (APPs), applicable health-record requirements and professional confidentiality obligations.
What information we collect and hold 
We collect information reasonably necessary to provide healthcare and operate the practice. This may include your name, date of birth, address and contact details, emergency contact, Medicare or DVA details, healthcare identifiers, health fund and billing information, and information relevant to your care. Health information may include medical history, medications, allergies, examination findings, diagnoses, treatment and management plans, referrals, correspondence, pathology and imaging results, hospital information and clinical images.

How we collect information 
Where practicable, we collect information directly from you. We may also receive relevant information from a parent, guardian or authorised representative, another GP or health professional, specialist, hospital, pathology or imaging provider, pharmacy, Medicare, My Health Record or another health service. Information may also be collected when you register, make or attend an appointment, contact the practice, complete a form or use an online service connected with the practice.

Why we collect, use and disclose information 
We primarily use your information to provide safe, high-quality and coordinated healthcare. We may also use or disclose it for related purposes including referrals and investigations, communication with your treating team, recalls and reminders, billing and Medicare claims, practice administration, accreditation, quality improvement and clinical audit. We otherwise use or disclose information where you have consented, where you would reasonably expect us to do so and the law permits it, or where authorised or required by law.

Sharing information as part of your care 
Doctors of Tewantin team members may access information where necessary for their role. Relevant information may be shared with health professionals and services involved in your care, such as specialists, allied health professionals, hospitals, pathology and imaging providers and pharmacists. We may also disclose information to authorised government agencies, insurers or compensation schemes where relevant, and contracted service providers that support the delivery or administration of healthcare.

My Health Record and electronic communication 
Where applicable, information may be accessed from or uploaded to My Health Record in accordance with your choices and the requirements of that system. We use secure methods for communicating health information wherever practicable. Because ordinary email and SMS may not be secure, we may limit the clinical information sent using these methods or use secure messaging and approved systems.

Recalls, reminders and information about our services 
We may use your contact details for clinically relevant recalls, reminders and preventive-health messages, and to communicate information about healthcare services offered by the practice that may be relevant to you. You can ask not to receive non-essential communications. Important clinical or safety-related communications may still need to be sent.



AI-assisted clinical documentation 
Some Doctors of Tewantin clinicians use Lyrebird Health, an approved AI-assisted clinical documentation tool, to help prepare clinical notes and related documentation. Before Lyrebird is used, the clinician will obtain the patient's consent. A patient may decline its use without affecting the healthcare they receive. During use, consultation speech is processed to generate a draft clinical note. Lyrebird states that Australian data is processed and stored in Australia, consultation audio is transcribed in real time and is not stored in normal operation, and customer data is not used to train AI models. Draft notes are reviewed and, where necessary, corrected by the clinician before being accepted into the medical record. The treating clinician remains responsible for the accuracy and appropriateness of the final clinical record. 

Quality improvement and research 
We may use health information for quality improvement, accreditation and clinical audit. Wherever practicable, information used for these purposes is de-identified. Identifiable information will only be used for research or other secondary purposes where permitted by law and, where required, with consent or appropriate ethical approval.

How we protect your information 
Patient information is stored in electronic and, where applicable, paper records. We use reasonable physical, technical and administrative safeguards to protect it from misuse, interference, loss, unauthorised access, modification or disclosure. Access is limited according to roles and responsibilities and team members are required to maintain confidentiality. 

Australian data storage and overseas disclosure 
Doctors of Tewantin deliberately selects clinical and technology systems so that identifiable patient health information used by the practice is stored and processed within Australia. We periodically review our service providers and information-handling arrangements. If a future system is likely to disclose personal information to an overseas recipient, we will update this policy and provide appropriate notification in accordance with the Australian Privacy Principles. 

Accessing or correcting your information 
You may request access to personal information we hold about you and ask us to correct information that is inaccurate, out of date, incomplete, irrelevant or misleading. Please contact reception or the Practice Manager. We may ask you to put your request in writing and verify your identity. In some circumstances access may be limited or refused where permitted by law; if so, we will explain the reason where we are able to do so and advise you of available complaint options. We will not transfer your personal information to an overseas recipient unless we have your consent, or we are required to do so by law. 
Anonymity and pseudonyms 
You may ask whether you can deal with the practice anonymously or using a pseudonym. In many healthcare situations this will not be practicable because identification may be required for safe care, Medicare billing, prescriptions, referrals or by law. Please speak with our team if you wish to discuss this option. 

Privacy concerns and complaints 
If you have a question or concern about privacy, or believe your information has been mishandled, please contact the Practice Manager at Doctors of Tewantin. We will take your concern seriously, investigate it appropriately and respond within a reasonable timeframe. If you are not satisfied with our response, you may contact the Office of the Australian Information Commissioner (OAIC) or, for a health-service complaint in Queensland, the Office of the Health Ombudsman (OHO). 

Keeping this policy current 
We review this policy at least annually and whenever our information-handling practices or relevant requirements change. The current version is available free of charge from reception and on our website. 
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